Recent Cyber Attacks
More Attacks Since COVID-19

WHO has seen a dramatic increase in the number of
cyber attacks directed at its staff, and email scams
targeting the public at large, since the start of the
COVID-19 pandemic. – April 2020

Loss of Life

A ransomware attack on a German hospital forced
patient to be diverted to a nearby hospital instead,
resulting in the first death due to a cyberattack.
– Sept 2020

Power Grid Disrupted

For the second year in a row, hackers strike an electric
transmission station in Ukraine, resulting in a blackout
equivalent to a fifth of the capital's total power
capacity. – Dec 2016

Personal Info Leaked

Airline Data Breach Exposed Personal Information of
9.4 Million Passengers, including about 860,000
passport numbers, 403 expired credit card numbers,
names, nationalities, dates of birth, phone numbers,
– 25 Oct 2018

ST Engineering Data Diode in Cross Domain Solutions
ST Engineering Data Diode is the fundamental building block of our Cross Domain Solutions.
These Cross Domain Solutions are central to safeguarding industrial systems, enterprises and
web applications.

Money Stolen

Hackers managed to siphon $60m from a bank
in Taiwan by planting a malware on its PCs and
servers in order to gain access to its SWIFT
terminal. – Oct 2017

Securing IT/OT
Networks Monitoring
•

Mitigates against all
network-based attacks

•

Zero loss capability for highest
assurance

•

Supports bi-directional HTTP
web services

•

Ensures only unidirectional
transfer of operational data
from the operational network
to the enterprise network

•

Prevents malicious injects via
Content Disarm &
Reconstruction (CDR) and
Multi-AV Scanning Engines

•

Protects enterprise web/apps
from SQL injections, XSS and
data leakages

•

No disruption to existing
operations

•

Customised workflow for
different file types

Water Supply Poisoned

Cyber attack on Israel’s water supply attempted to
raise chlorine to dangerous levels, which could
have poisoned hundreds. – July 2020

Securing e-Application
Gateway

Securing File Transfer
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DATA DIODE
Unifying User's Convenience and Cybersecurity
in Critical Infrastructures and Enterprises

DATA DIODE
Protecting the Integrity and Availability
of Critical and Digital Assets

ST Engineering Data Diode is a
unidirectional communication and data
transfer gateway that enables
organisations to transfer data securely
across physically separated networks.
The high performance solution comes in a compact
design that integrates seamlessly with users' operational
environments.The security design prevents data leakage
and eliminates cyber threats by enforcing the one-way
data transfer at both the physical and protocol layers.
It complements ST Engineering's suite of cybersecurity
solutions to enhance the security and resilience of IT and
OT architectures against cyber attacks.

Securing Network Systems while
Allowing OT/IT Network Monitoring

Securing Classified Information
Systems from Data Leakage

Cyber threats to critical information infrastructure are on the rise. Cyber criminals have been
exploiting vulnerabilities in these cyber-physical systems to cause disruption and damage.

Protecting confidential information from data leakage is a constant challenge. The ultimate
protection – complete isolation from Internet connectivity – is an impractical solution and an
impediment to businesses.

Information Assurance by Design
• Ensures no data leakage. Separate power supply
to mitigate against side-channel attacks.
• Certified under Common Criteria (CC EAL 4+)
and NITES by CSA.
High Throughput and Robust Performance
• Files lost detection capability.
• Configurable for High Availability.
Ease of System Integration & Customisation
• Supports an array of IT, IoT and ICS/SCADA
networking protocols for system integration
and interoperability.
Compact Design
• Allows all functionalities to be encapsulated
within a compact footprint.

Industry 4.0 is driving the convergence of OT networks
and corporate IT networks due to the emphasis on Big
Data analytics and machine learning to support
productivity growth. Nevertheless, this integration of
networks increases organisations’ vulnerability to cyber
attacks, threatening the availability and integrity of
critical systems.
ST Engineering Data Diode is designed specifically for
data transfer while maintaining the air-gap between the
separated IT and OT networks, i.e. allowing whitelisted

network connections to transfer data across the air-gap
networks. Any data leakage (or back flow of data) is
prevented due to its hardware enforced unidirectional
data transfer.
By securely connecting the industrial networks to the
corporate IT networks with a data diode, operational
status of individual OT systems can continually be sent
securely, and monitored centrally at the Corporate HQ,
while the individual critical infrastructure remains
isolated from malicious cyber threats.

ST Engineering Data Diode enables critical networks to
be protected from data leakage. Users are able to
transfer files securely between networks, such as Internet
and Corporate Intranet, while ensuring that critical
information does not flow in the reverse direction.
ST Engineering Data Diode is engineered with high
reliability in mind to meet the most stringent
operational requirements.

It can achieve a minimum end-to-end throughput of at
least 500 Mbps for file transfer, with no more than 1 file
loss in 5 million files and can transfer files of varying
sizes (ranging from a few bytes to more than 50GB). It
also has a built-in self-monitoring capability to notify
users in the rare event of a file or packet loss.

